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Abstract: The development of information and communication technology has changed the way of social 
interaction, especially among Generation Z. The increasing use of the internet in Indonesia, which will reach 
79.5% in 2024, brings new challenges in the form of Online Gender-Based Violence (OGBV). This study aims 
to explore the condition of legal education related to OGBV and efforts to prevent and handle it. This study 
uses a qualitative approach with a descriptive study method. Data were collected through random sampling 
among Generation Z, by combining primary and secondary data from various sources such as books, arti-
cles, and reports. The analysis was conducted to describe the actual condition of legal education in the con-
text of OGBV. The findings show that despite increased legal awareness and regulations in the law related 
to OGBV, cases of this violence are still increasing. Data from the National Commission on Violence Against 
Women shows a spike in reports of OGBV cases from 16 complaints in 2017 to 1,272 in 2023. The most 
common type of violence is the threat of spreading sexual content. Although regulations have been in place, 
their effectiveness in preventing OGBV is still questionable. This study emphasizes the importance of so-
cialization and increasing legal understanding among individuals to address the issue of OGBV more effec-
tively. Legal culture reform and community engagement are needed to create a safer environment for inter-
net users. 
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1. Introduction 
Various aspects of life have undergone significant 

transitions due to the rapid advancement of information 
and communication technology. The transformation from 
the manual era to the digitalization era in every aspect of 
people’s lives certainly plays an important role in addition 
to offering progress, it also has a number of challenges that 
need to be faced. The digital era is a time when most peo-
ple in that era use digital systems in their daily lives [1], 
which can be accessed by the wider community from var-
ious professional backgrounds, genders, ages, and so on. 
The massiveness of this digitalization is increasingly felt 
when social restrictions during the Covid-19 pandemic re-
quire most activities to be carried out from home or known 
as work from home (WFH). All face-to-face interactions 
then switch to online interactions. 

The Indonesian Internet Service Providers Associa-
tion (APJII) reported that, in 2024, the number of internet 

users in Indonesia reached 221,563,479 individuals, repre-
senting approximately 79.5% of the total population of 
278,696,200 people. This marks a significant increase from 
the previous year’s penetration rate of 78.19% [2]. Indone-
sia’s internet penetration rate has reached 79.5% in 2024, 
reflecting a 1.4% increase from the previous year. This 
growth is largely attributed to the increasing necessity of 
internet access for the community, especially following the 
Covid-19 pandemic. Since 2018, internet penetration has 
progressively risen from 64.8% to 73.7% in 2020, 77.01% in 
2022, and 78.19% in 2023. The APJII survey also highlights 
differences in internet usage between urban and rural ar-
eas, with urban penetration at 77.36% and rural areas 
slightly higher at 79.79%. Regionally, Banten leads with 
the highest penetration rate at 89.10%, followed by DKI Ja-
karta at 86.96%, and several other provinces exceeding 
80%. Demographically, men account for 50.7% of internet 
users while women represent 49.1%. Age-wise, the 

mailto:fadhilahaini.25@upi.edu
mailto:zulfaajda@upi.edu
mailto:yogiyogaswara13@upi.edu


Aini et. al, Looking at Legal Regulation in Handling the Issues of Online Gender-Based Violence 
 

 

 
Scientific Journal of Multidisciplinary Insights 2024, 1, 1 https://journal.kesra.id/index.php/sjmi 

2 

majority of users are from Generation Z (ages 12-27) at 
34.40%, followed by millennials (ages 28-43) at 30.62% and 
Generation X (ages 44-59) at 18.98%. The data indicates a 
clear trend of younger generations adapting more rapidly 
to internet usage, with significant implications for busi-
nesses looking to engage in Indonesia’s digital landscape.  

The increasing penetration of the internet in Indone-
sia, the blurring of the boundaries between the real world 
and the virtual world, which increases the vulnerability of 
the digital body security/digital identity of the Indonesian 
people. Online interactions frequently lead to precarious 
relationships, along with various challenges and threats 
that arise from the pervasive nature of technology in to-
day’s digital age. A significant concern among these is the 
risk of Online Gender-Based Violence (OGBV). According 
to the Southeast Asia Freedom of Expression Network 
(SAFENet), OGBV is a form of gender-based violence fa-
cilitated by technology, with the intention of harassing vic-
tims based on gender or sexuality, violence that has the in-
tention or with the intention of harassing victims based on 
gender or sexuality using technology [3]. OGBV as inter-
net-facilitated violence is almost the same as gender-based 
violence in the real world. This Gender-Based Violence has 
been popular since the 1993 UN resolution on the declara-
tion of the elimination of violence against women. General 
Assembly Resolution No. 48/104 of 20 December 1993 in 
Article 1 which if translated into Indonesian as follows: " 
Any action of gender-based violence that causes or is likely 
to cause physical, sexual, or psychological harm or suffer-
ing to women encompasses threats of such actions, coer-
cion, or arbitrary deprivation of liberty, regardless of 
whether it occurs in public or private settings. KBGO oc-
curs as a result of the development of widespread internet 
coverage, the sophistication of the spread of sophisticated 
information technology, and the popularity of social me-
dia also play a role [4]. 

The National Commission on Violence Against 
Women identifies various forms of online gender-based 
violence (KBGO), including cyber grooming, cyber harass-
ment, hacking, illegal content, privacy violations, threats 
to disseminate personal photos or videos (malicious distri-
bution), online defamation, and online recruitment [4]. Of 
the various types of KBGO above, one of the most common 
types in modern society is the distribution of non-consen-
sual intimate photos or videos or known as (Non-consen-
sual Dissemination of Intimate Images), doxing, sextor-
tion, extortion, and online sexual harassment. Although 
any gender can be a victim, women and adolescents are 
vulnerable to KBGO. This is validated by referring to data 
recorded by the APIK Legal Aid Institute, that since the 
government appealed to the public to limit activities out-
side the home during the-19 pandemic, the number of 
complaints of violence cases has increased drastically. 
LBH APIK received 97 complaints of violence cases in just 
a month from March 16-April 16, 2020. With 30 cases of 
which were KBGO, dominated by cases of online sexual 
harassment, then threats to spread intimate content to 

blackmail [5]. Meanwhile, during 2020 KBGO cases were 
the second highest cases after domestic violence (KDRT) 
cases. The number of KDRT cases was 418 cases, while 
KBGO cases were reported as many as 307 [6]. 

The National Commission on Violence Against 
Women has seen a significant rise in complaints regarding 
online gender-based violence (KBGO) over the years. Ac-
cording to Veryanto, a commissioner of the commission, 
the number of reported KBGO cases increased from 16 in 
2017 to 97 in 2018, and further surged to 281 cases in 2019. 
In the period from January to October 2020, there were 659 
reported cases, which escalated to 1,272 cases by 2023. This 
trend highlights a growing concern regarding the preva-
lence of KBGO and the need for effective measures to ad-
dress it. According to the National Commission on Vio-
lence Against Women, the most common form of cyber 
cases reported were threats and intimidation of the distri-
bution of sexual content of victims, either in the form of 
photos or videos. In addition, citing data from SAFEnet, it 
shows that in the last 5 years, the number of reports of 
KBGO victims has increased significantly [7]. In 2019 there 
were 60 cases then it became 1,052 cases in 2023. SAFEnet 
also found that over time, the victims of KBGO are in the 
young/teenage age category. The increase in cases is very 
worrying and has become a complex problem. 

So far there are no specific and adequate regulations 
to regulate KBGO. However, there are several scopes of 
KBGO regulations in the legal framework in Indonesia 
that can be a legal basis for now through the Criminal 
Code for regulating KBGO online stalking, sextortion, 
online harassment, accessing data or communication with-
out permission (hacking), online stalking. In Law No. 1 of 
2024 concerning Information and Electronic Transactions, 
it can regulate KBGO for cases of hacking, online stalking, 
NCII, KBGO against children, broadcasting of sexual vio-
lence, then in Law No. 44 of 2008 concerning Pornography, 
it can regulate KBGO cases related to NCII, KBGO against 
children, broadcasting of sexual violence. Law No. 17 of 
2016 concerning Child Protection, regulates criminal pen-
alties for cases of KBGO against children, threats against 
children, cyber grooming against children, child exploita-
tion. In addition, several Laws and Regulations also regu-
late protection for victims, in the ITE Law No. 1 of 2024 
regulates the right to delete content, the right to be forgot-
ten, prosecution of perpetrators of KBGO who have vio-
lated the Electronic System Organizer with the instrument 
of Article 26 or if the act is a crime through criminal liabil-
ity. Government Regulation No. 71 of 2019 pertains to the 
management of electronic systems and transactions in In-
donesia. This regulation, which replaces the earlier Gov-
ernment Regulation No. 82 of 2012, was enacted to address 
the rapid advancements in information technology and to 
enhance the digital economy while ensuring state sover-
eignty over electronic information. The regulation catego-
rizes electronic system operators into public and private 
sectors and introduces various new concepts, such as the 
rights related to delisting and the responsibilities of the 
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government in overseeing electronic transactions, regu-
lates the right to delete content in the form of content for 
deletion (right to erase) and being removed from the 
search engine list (right to delisting), then in Permenkom-
info No. 20 of 2016 concerning Protection of Personal Data 
in Electronic Systems, which regulates the right to be for-
gotten for victims of KBGO for personal data spread on 
social media, Decree of the Chief Justice of the Supreme 
Court No. 144 / KMA / SK / regulates the right to restrict 
or block information for victims of KBGO for their per-
sonal data spread on search engines. The Supreme Court 
Regulation No. 3 of 2017, which provides guidelines for 
the trial of women in conflict with the law, addresses the 
judicial process involving female defendants. However, it 
lacks specific provisions for cases related to Gender-Based 
Violence (GBV), indicating a gap in the legal framework 
concerning the treatment of such cases in court, then the 
Indonesian Prosecutor’s Guidelines No. 1 of 2021 concern-
ing Access to Justice for Women and Children in Criminal 
Cases, regulates to resolve cases involving women and 
children in the prosecution process, there are regulations 
prohibiting vulgar descriptions for the privacy of women 
and children, the obligation to separate vulgar content, 
avoidance of publication of content for victims of online 
abuse. Permendikbud No. 30 of 2021 concerning Preven-
tion and Handling of Sexual Violence in Higher Education 
Environments, which regulates KBGO actions in the realm 
of Higher Education. The enactment of Law No. 12 of 2022 
concerning Criminal Acts of Sexual Violence (UU TPKS) is 
a glimmer of light and hope in handling KBGO, in addi-
tion to the Regulation of the Minister of Education, Cul-
ture, Research, and Technology (Permendikbudristek) 
Number 46 of 2023 regulating the formation of the Vio-
lence Prevention and Handling Team (TPPK) in educa-
tional units, is a bright spot in the substance of the law. 

However, even though the laws and regulations have 
been passed, it is undeniable that cases of KBGO still occur 
in Indonesia. This shows that legal substance alone is not 
enough to prevent KBGO, there needs to be involvement 
from other elements to help reform and handle this KBGO 
issue. As long as the legal culture in Indonesia seems to 
‘romanticize’ KBGO cases, prevention and enforcement 
will be difficult. So one way is to increase the legal aware-
ness of each individual, therefore this study embodies this 
through socialization activities in an effort to increase un-
derstanding, prevention, and handling of KBGO in form-
ing legal awareness of students. 
 
2. Research Methods 

Researchers use a qualitative approach with descrip-
tive and literature study methods. Descriptive studies ac-
cording to [8],are research methods carried out to describe 
or analyze data that has been collected without making 
conclusions that apply generally. The subjects of the study 
were generation Z who were randomly sampled. The 
stages of data collection with descriptive studies follow a 
series of detailed steps and utilize primary data, then 

reinforced with secondary data collected from sources 
such as books, articles, reports, journals, and others. Then, 
the data is collected, reduced, and presented to draw a 
conclusion. To achieve data reduction, a broad thinking 
process is required, which is expressed either through 
brief descriptions, charts, and/or other types of visuals, 
and the results of the study will later be conclusions that 
can provide an overview of the problems that have been 
questions during the study [9]. The purpose of this study 
is to examine the current state of legal education for first-
time voters, particularly those from Generation Z. This de-
mographic is crucial as they represent a significant portion 
of the electorate and their understanding of the electoral 
process can greatly influence democratic participation. 
The research aims to identify gaps in knowledge and 
awareness regarding voting rights, electoral procedures, 
and the importance of informed voting among these 
young voters. By assessing their educational needs, the 
study seeks to enhance their engagement in the democratic 
process, ensuring they are well-prepared to exercise their 
voting rights effectively in upcoming elections. 

 
3. Results and Discussion 

The development and spread of information technol-
ogy has indeed experienced very rapid progress in recent 
decades. The Internet, as a global network, allows commu-
nication and information exchange to occur without limits, 
creating previously unimaginable connectivity. Social me-
dia, which is increasingly popular, has become an integral 
part of everyday life, providing a platform for individuals 
to share information, ideas, and experiences in real time. 
However, behind these great benefits, there are negative 
impacts that also need to be considered. In 2018, the Spe-
cial Rapporteur on Violence against Women explained 
that the terminology for KBGO is still evolving. There are 
several terminologies that have developed regarding 
KBGO. The UN document in the 2030 SDGs (Sustainable 
Development Goals) agenda, for example, explains online, 
digital and cyberspace using the term Information and 
Communication Technology (ICT) - which in Indonesian 
is translated as Information and Communication Technol-
ogy (TIK). The UN reports refer to Kekerasan Berbasis 
Gender Online (KBGO) as online violence, digital vio-
lence, and cyberviolence. The UN Human Rights Council 
Resolution No. 32/13 from 2016 emphasizes that human 
rights, which are protected offline, must also be safe-
guarded in the online environment. Various international 
standards define Gender-Based Violence (GBV), with the 
CEDAW Committee characterizing it as acts that inflict 
physical, mental, or sexual harm or suffering, including 
threats, coercion, and deprivation of liberty. 

According to the CEDAW Committee, the term gen-
der-based violence (GBV) emphasizes that violence is a so-
cietal issue rather than merely an individual problem, ne-
cessitating a comprehensive response that transcends spe-
cific incidents, perpetrators, or victims 24. This broader 
understanding of GBV acknowledges that it can affect 
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individuals beyond women, impacting people based on 
their gender expression and identity due to existing ine-
qualities in gender relations within society. 

Online Gender-Based Violence (KBGO) is a form of 
GBV. According to the Association for Progressive Com-
munications (APC), GBV is GBV that is supported or exac-
erbated, in part or in whole, by using information and 
communication technology (ICT), such as mobile phones, 
the internet, social media platforms, and email. In Indone-
sia, the term GBV has not been officially used by state in-
stitutions. The National Commission on Violence Against 
Women, for example, has paid attention to cases of vio-
lence in the cyber realm since the 2016 Annual Report (Cat-
ahu). However, until now, the National Commission on 
Violence Against Women still uses various terms to 

explain online gender-based crimes, such as: cybercrime in 
2016. Meanwhile, in the 2021 Catahu of the National Com-
mission on Violence Against Women, the National Com-
mission on Violence Against Women uses the term Cyber 
Gender-Based Violence (KBGS). Safenet has used the ter-
minology Online Gender-Based Violence (KBGO) since 
2019, namely as GBV facilitated by technology. Similar to 
GBV that occurs in the real world, KBGO also has the in-
tention or aim to harass the victim on the basis of the vic-
tim’s gender or sexuality. For online violence that is not 
gender-based, this violence falls into the category of gen-
eral violence in the online realm. 

The forms of KBGO and their definitions are pro-
vided in Table 1.

 
Table 1. Forms of KBGO and their definitions. 

KBGO Form Definition 

Online Surveillance/ Cyber 
Stalking/ Stalking and Moni-

toring (Stalking) 

Stalking consists of repeated events that may not be harmful individually, but when 
combined, can make the victim feel unsafe and cause them to feel distressed, fright-
ened, or intimidated. Examples include sending someone offensive or intimidating 
messages, tracking the victim’s location, or installing stalkerware on the victim’s de-
vice. It can also be carried out more easily by intimate partners, friends, and family.  

Cyber harassment/Harass-
ment/Networked harassment 

(Threats of rape or death) 

Unwanted digital attacks that can take many forms, such as brief attacks due to 
incidents, racist or sexist comments, or organized attacks. Some examples of cyber 
harassment include sending sexually suggestive emails or messages without 
consent, inappropriate advances in chat rooms or social websites, threats of physical 
or sexual violence via email or private mail, hate speech targeting someone based on 
their identity (such as gender, sexual orientation or disability). In addition, the 
harassment can take the form of rape threats or death threats. 

Image-Based Sexual Abuse/ 
consensual non distribution of 

intimate images/ Malicious 
Distribution; it can also take 

the form of sexting 

distribution of photos or videos depicting sexuality in the content or images without 
the permission or consent of the individual, or distribution of intimate images with-
out the consent of the individual, especially from a former intimate partner of the 
victim 

Voyeurism/creepshots 

Creepshots are the taking of a picture of someone to be published to the public for 
viewing and commenting on in order to humiliate or sexualize the person in the 
picture. Examples of this include secretly taking photos or videos of another person 
for sexual purposes, using a hidden camera to secretly take photos of the victim 
without their knowledge, and placing the camera in a private place (such as a toilet, 
changing room or other private facility in a public space). 

Sexploitation Benefiting from websites used to share intimate content shared without consent 

Sextortion (Sexual blackmail) 
Forcing someone to do something by force through threats of having, or claiming to 
have, another person’s sexual content. This act can be done by parties who are in an 
intimate/romantic relationship, but can also be done by strangers. 

Documenting or broadcasting Broadcasting videos or content of sexual violence can also be done by deliberately 
creating content of sexual violence to be broadcast to the public. 

Synthetic Media/ Morphing 
(Artificial Media) 

Creating synthetic/fake/artificial sexual images to place someone’s face on a sexually 
explicit body. 

Public Disclosure of Private 
Information/Doxing 

Disseminating personal information such as someone’s legal name, address, phone 
number, contact information, driver’s license, place of employment, and personal 
documents or correspondence without their consent can be demeaning, harassing, 
and damaging to someone’s reputation. In practice, doxing is often used to 
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intimidate victims by encouraging others online to harass them, making them fear 
being harassed or hurt in person. 

Defamation and Misrepresen-
tation (Insults and slander) 

Malicious and misleading publication of inappropriate/indecent information that 
can damage someone’s reputation, regardless of its truth. 

Impersonating/ imitating 
someone’s identity 

Creating fake accounts on the internet in someone’s name to spread false infor-
mation and damage their reputation, ruin their personal life and work. In addition, 
someone can also impersonate someone else to get information related to the victim. 

Hate speech Incite violence against an individual or group of people based on identifying char-
acteristics (such as religion, gender, ethnicity, disability, or other identifying factors) 

Hacking 
Using technology to gain unauthorized access to systems or resources to obtain per-
sonal information, change or modify information, or defame and humiliate victims, 
including misusing passwords, controlling computer functions. 

Recruitment 
Using technology to attract victims of violence by using fake content or advertise-
ments (such as dating websites and job opportunities), human traffickers communi-
cate through advertisements or websites. 

Online gender-based violence 
against children 

Cyber grooming is a type of KBGO that is related to sexual violence that often occurs 
to children, such as building friendships and emotional relationships with children, 
engaging in sexual activities with children, or carrying out other sexual exploitation. 

 
Table 2. Scope of KBGO Regulation in the Legal Framework in Indonesia. 

 
Legislation 

   Related settings KBGO    
Forms of KBGO that can be 

punished 
Forms of protection 

for victims 
Elements that can be detri-

mental 
 (KUHP)  - Online stalking (Article 

335) 
- Sextortion / sexual blackmail 
with the aim of doing / not 
doing something (Article 
335) 
- Online harassment (Article 
315, Article 281 number 2, 
Article 289) 
- Sextortion / sexual blackmail 
for material purposes (Articles 
368 and 369) 

  Moral perspective that can 
criminalize the victim 

Law No. 11 of 2008 in con-
junction with Law No. 19 
of 2016 in conjunction 
with Law No. 1 of 2024 
concerning ITE 

-Dissemination of intimate 
content without consent if 
accompanied by document 
alteration 
(Article 32 in conjunction with 
Article 48) -Hacking (Article 30 
paragraph 3 in conjunction 
with Article 46 paragraph 3) 
KBGO against children 
(Article 52) 
- Broadcasting of sexual 
violence (origin 27 Paragraph 
(1) - Online stalking (Article 
31 paragraph (2) in conjunction 
with Article 47) - All forms of 
KBGO accompanied by 
threats/blackmail 

- Right to delete 
content 
- Right to be forgotten 
- Prosecution of 
KBGO perpetrators 
who have violated 
the Electronic System 
Organizer with Arti-
cle 26/if the act crimi-
nal through criminal 
responsibility 

-Assessment of “Intimate 
Content” or “Pornographic 
Content” which is the subject 
of KBGO cases 
-Regulations in the ITE Law 
do not respond criminal 
through criminal responsibil-
ity 
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(Article 27 paragraph (4) in 
conjunction with Article 
45 paragraph (4) 

Law No. 44 of 2008 con-
cerning Pornography 

-NCII (Article 4 and Article 8) -
KBGO against children (Article 
11 and Article 12) -Broadcast-
ing of sexual violence (Article 
4) -Child pornography (Article 
4, Article 8, Article 11, and Ar-
ticle 12) 

  The victim is considered as an 
object of intimate content or 
pornographic content 

Law No. 17 of 2016 con-
cerning Child Protection 

-KBGO against children (Arti-
cle 76D, Article 76E, and Article 
76F) -Threats against children 
(Article 76D) -Cyber-grooming 
against children (Article 76E) -
Exploitation of children (Arti-
cle 76F) 

    

PP No. 71/2019 concern-
ing the Implementation of 
Electronic Systems and 
Transactions 

  The right to delete 
content in the form of 
the right to erase and 
the right to delist. 

There are no further provi-
sions regarding sanctions that 
PSE will receive if it violates 

Regulation of the Minister 
of Communication and 
Information No. 5/2020 
concerning Implementa-
tion of Private Electronic 
Systems 

    -There are no further provi-
sions regarding the sanctions 
that PSE will receive if they 
violate -There are no regula-
tions regarding public infor-
mation regarding how PSE 
responds to victim com-
plaints 

Regulation of the Minister 
of Communication and 
Information No. 20/2016 
on Personal Data Protec-
tion in Electronic Systems 

  The right to be forgot-
ten for victims of 
GBV regarding per-
sonal data spread on 
social media 

It is not explained further re-
garding what and under what 
conditions content deletion 
can be carried out. 

Decision of the Chief 
Justice of the Supreme 
Court (KKMA) No. 
144/KMA/SK/ 

  The right to restrict or 
block information for 
victims of KBGO re-
garding their per-
sonal data that is 
spread on search en-
gines. 

Not specifically reaching 
KBGO 

Perma No. 3/2017 con-
cerning Guidelines 

  Arrangements to ad-
dress cases involving 

  

Prosecuting Women 
Against the Law 

 women in court, but 
there are no specific 
regulations regarding 
handling KBGO 

 

Indonesian Prosecutor’s 
Guidelines No.1/2021 on 
Access to Justice for 
Women and Children in 
Criminal Cases 

  -Regulation to handle 
cases involving 
women and children 
in the prosecution 
process -There is a 
regulation prohibit-
ing vulgar 
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descriptions for the 
privacy of women 
and children -Obliga-
tion to separate vul-
gar content -Avoid-
ance of publishing 
content for victims of 
online abuse 

Permendikbud No. 
30/2021 on Prevention 
and Handling of Sexual 
Violence in Higher Edu-
cation Environments 

  Regulation of KBGO 
actions that occur in 
the PT realm 

  

Source: (Mardiasih, 2024, processed by the author) 
 

 
Figure 1. Data of the complaint. 
Source: National Commission on Violence Against Women, 2023 
 
 

 
Figure 2. KBGO Data Based on Age. 
 

According to data from SAFEnet Indonesia, the num-
ber of Online Gender-Based Violence (OGBV) cases in In-
donesia surged fourfold in 2024 compared to the previous 
year, rising from 118 cases in the first quarter of 2023 to 480 
cases in the first quarter of 2024. The Minister of Women’s 
Empowerment and Child Protection indicated that the 
largest demographic of OGBV victims falls within the 18-
25 age range, accounting for 272 cases or 57 percent, fol-
lowed by children under 18 years old with 123 cases or 26 
percent. 

Online Gender-Based Violence (OGBV) refers to vio-
lence that arises from gender power dynamics between 

victims and perpetrators in the digital space, utilizing 
technology as a medium. This type of violence is not con-
fined solely to incidents that occur over the internet. 
OGBV is violence facilitated by technology such as the in-
ternet by someone with the aim of harassing based on the 
victim’s gender or sex [3]. Scope of KBGO Regulation in 
the Legal Framework in Indonesia, available in table 2. 

Law by the Legal Positivism school is interpreted as 
nothing other than positive legal norms. This school even 
specifically defines positive law as laws issued by public 
authorities (formal) and packaged in a certain format 
agreed upon in the legal system [11]. Positive legal dis-
course will emerge as a result of discussions about law 
based on legal positivism. Positive law refers to a space 
and time that has been determined because the word “cur-
rent” refers to the law that applies at a certain time and 
region [12]. The punishment does not just appear; instead, 
it must have existed beforehand. Therefore, ius constitu-
tum is a term often used to describe positive law. The de-
velopment of society and changes in society require legal 
reform. This includes legal politics, which is an effort to 
establish appropriate regulations according to certain cir-
cumstances and situations. Providing guidance on 
whether legal reform is needed, to what extent legal re-
form should be implemented and what form the reform 
takes. This concerns ius constituendum, which is the law 
that will come and is aspired to.  

The enforcement of KBGO using the ITE Law is con-
sidered problematic because KBGO attacks sexuality and 
gender identity, and victims do not have adequate security 
and protection. As regulated in Article 45 paragraph (1) of 
the ITE Law, one of them is the definition of the phrase 
“violating morality” in Article 27 paragraph (1), which alt-
hough is a common term, can lead to multiple interpreta-
tions, so that law enforcement officers find it difficult to 
apply it. The word “moral” in English is moral, ethics, de-
cent. These words are usually translated differently. The 
word moral is translated as moral, politeness, while ethics 
is translated as morality, and decent is translated as pro-
priety, what is complicated and always mixed up is 
“moral” and “ethics” [13]. Both words contain “decent”. 
However, if observed carefully, it turns out that “ethics” is 
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narrower than “moral”, but ethics is in the word “moral” 
both “moral”, “ethics” and “law” are essentially “value 
perceptions” of society. “Moral” is a consideration based 
on good/bad, while “ethics” is a provision or norm of be-
havior (Code of Conduct). If observed based on daily life, 
the public perception of the meaning of “morality” is more 
inclined to: “behavior as to right or wrong, especially in 
relation to sexual matter.” 

However, in the context of the Criminal Code, the 
meaning is not quite right because begging, animal abuse, 
alcohol, and gambling are included in crimes against mo-
rality. Therefore, “morality” refers to morals or ethics reg-
ulated by law [14]. According to Van Bemmelen, a Dutch 
criminal law expert, “moral crimes are generally not as 
surprising as crimes against life, and their frequency is less 
than that of property crimes. However, these crimes cause 
many difficulties for lawmakers, judges, and also for the 
administration in implementing criminal law.” 

Law No. 44 of 2008 concerning Pornography defines 
pornography in Article 1, paragraph 1 as any form of com-
munication, including images, sketches, illustrations, pho-
tos, writings, sounds, noises, moving images, animations, 
cartoons, conversations, body movements, or other mes-
sages conveyed through various media and public perfor-
mances that contain obscenity or sexual exploitation vio-
lating societal moral norms. This definition emphasizes 
the broad scope of what constitutes pornography and its 
implications on moral standards within society [15]. Then 
in Article 1 paragraph 2, pornography services are defined 
as all types of pornography services provided by individ-
uals or corporations through live performances, cable tel-
evision, terrestrial television, radio, telephone, internet, 
and other electronic communications, as well as newspa-
pers, issues, and other printed materials. The relationship 
between KBGO and this regulation is that it contains pro-
visions regarding the act of creating, owning, and storing 
content containing sexual exploitation. However, the Por-
nography Law has weaknesses that allow for the criminal-
ization of KBGO victims. Article 29 of the Pornography 
Law regulates how perpetrators distribute personal con-
tent, meaning that the content can be accessed by the pub-
lic. This means that victims of KBGO suffer losses if there 
is a threat that can be used by the perpetrator to gain profit 
[16]. However, a person can be subject to criminal penal-
ties if involved in immoral content or committing immoral 
acts, in accordance with Article 34. So that it shows that 
there is a vulnerability to someone who does not intend to 
spread immoral content but is in the video [17]. In the Por-
nography Law, several articles address acts of Online Gen-
der-Based Violence (KBGO) and outline penalties for of-
fenders, specifically Articles 4, 8, 11, and 12. Article 4 stip-
ulates that individuals involved in creating or distributing 
intimate or pornographic content without consent, includ-
ing child pornography and depictions of sexual violence, 
are subject to punishment. Conversely, Article 8 treats vic-
tims as mere objects within immoral or pornographic ma-
terials. 

The ius constitutum perspective shows that the Crim-
inal Code, as an umbrella and legal milestone for all kinds 
of criminal acts, has not been able to accommodate and 
firmly and clearly make regulations related to KBGO 
crimes. The use of the Criminal Code is only limited to var-
ious KBGO crimes which include articles on insults, arti-
cles on unpleasant acts, and various rules related to crimes 
that have been regulated therein. Each article of the Crim-
inal Code has several elements of action that indicate this. 
Article 335 of the Criminal Code addresses penalties for 
perpetrators of Online Gender-Based Violence (KBGO) 
who employ violence or threats to compel individuals into 
certain actions. Additionally, Articles 315, 281 number 2, 
and 289 pertain to online sexual harassment, specifying 
punishments for those committing sexual insults without 
the necessity of accompanying accusations or concrete ac-
tions. Notably, individuals featured in immoral videos 
may also be designated as suspects, even if their videos 
were disseminated by others. 

With the emergence of various new types of digital 
crimes and the inability of legal products to adapt to tech-
nological advances, the Criminal Code and the Pornogra-
phy Law seem unable to reduce KBGO. Therefore, the 
government has launched Law No. 11 of 2008 concerning 
Electronic Transactions and Information which has now 
been amended to Law No. 1 of 2024 concerning ITE which 
stipulates various provisions regarding problems in the 
cyber world, including KBGO. Although the law regulates 
articles related to KBGO. However, this article can be used 
to punish acts that violate the law in the Criminal Code. 
However, from a criminal law perspective, Article 27 par-
agraph (1) of the ITE Law emphasizes prohibitions based 
on the value and essence of all information available 
through electronic media, not on the ownership or distri-
bution of the information that is legitimate. The focus of 
the regulation of this law is more on the content related to 
moral aspects. Therefore, this provision can target victims 
and does not provide protection to victims who do not 
want their personal content to be disseminated. 

Law enforcement against sexual violence, especially 
KBGO, has progressed after the enactment of the Law on 
the Crime of Sexual Violence. The TPKS Law is a legal reg-
ulation that specifically applies in Indonesia, and this legal 
provision is referred to as Lex Specialist because it regu-
lates in detail acts of sexual harassment or sexual violence 
against women or men explicitly. In the TPKS Law, the 
term KBGO is replaced with the term Electronic-Based 
Sexual Violence (KSBE) (SAFEnet, 2022). The replacement 
of this term does not have a significant impact on the sub-
stance of KBGO in this legislation. There are three aspects 
that must be considered in the legal system, namely sub-
stance, structure, and legal culture. These three aspects are 
closely related. As a country of law, as mandated in the 
provisions of Article 1 Paragraph 3 of the 1945 Constitu-
tion, Indonesia has not been able to have specific regula-
tions governing KBGO, where some regulations regarding 
this type of KBGO have not yet had the potential to de-
velop [17]. Meanwhile, because the concept of KBGO as 
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part of KBG is still very new in Indonesia, the laws and 
standards governing it have not developed as much as in 
the international world. Indonesia also does not have laws 
and regulations that specifically regulate KBGO. How-
ever, several existing legal and legislative products actu-
ally have a number of regulatory dimensions related to 
KBGO.  
 
4. Conclusion 

Online gender-based violence (OGBV) highlights that 
despite some existing legal regulations, enforcement and 
protection of victims are still very lacking. This study 
shows that OGBV, which includes various forms such as 
online harassment and cyberstalking, increased signifi-
cantly during the COVID-19 pandemic. Data from legal 
aid institutions show a spike in complaints, especially tar-
geting women and adolescents. In addition, although laws 
such as the ITE Law and the Child Protection Law provide 
a legal framework to address OGBV, many challenges re-
main in their implementation. Community involvement, 
especially among students, is essential to raise awareness 
of this issue and encourage more effective policy reforms. 
Therefore, this study recommends the need for socializa-
tion and legal education to build better legal awareness 
among the younger generation in dealing with OGBV.  
 
5. Suggestions 

Although there are several regulations that regulate 
certain aspects of KBGO, such as the Electronic 

Information and Transactions Law and the Child Protec-
tion Law, there are still many shortcomings in law enforce-
ment and victim protection. The suggestions given by the 
researcher to further researchers, where with the increas-
ing use of the internet among students and adolescents, 
they need to be equipped with knowledge about their 
rights and how to protect themselves from the threat of 
KBGO. In addition, the involvement of various parties in 
handling this issue is very necessary. The government 
must strengthen law enforcement against perpetrators of 
KBGO and provide support for victims through counsel-
ing services and legal aid. The victim protection system 
also needs to be strengthened with more comprehensive 
policies. Although the Law on the Crime of Sexual Vio-
lence has been passed as a positive step in dealing with 
KBGO, its implementation must be supported by public 
legal awareness. Public involvement in efforts to prevent 
and handle KBGO is very important to create a safe envi-
ronment for all internet users. In this context, this study 
recommends the need for wider socialization regarding 
KBGO and the formation of a team for preventing and 
handling violence in educational environments. With 
these steps, it is hoped that awareness of the issue of 
KBGO can be increased and protection for victims can be 
strengthened. Addressing KBGO requires a multi-stake-
holder approach involving the government, educational 
institutions, non-governmental organizations, and the 
general public to create sustainable change in facing the 
challenges of gender-based violence in cyberspace. 
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